TITLE 327 WATER POLLUTION CONTROL BOARD
L SA Document #99-176 (F)
DIGEST

Adds 327 IAC 12.1 to comply with state statutory requirements, to streamline the confidentidity
determination process, and to assure confidential materid is handled consstently across IDEM program
areas. Amends 327 IAC 5-2-18 and 327 IAC 5-11-4 to reference the new rule. Repeals 327 IAC
12. Effective 30 days after filing with the secretary of Sate.
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327 1AC 5-2-18 3271AC 12
3271AC 5-11-4 3271AC12.1

SECTION 1. 327 IAC 5-2-18 ISAMENDED TO READ ASFOLLOWS:

327 |AC 5-2-18 Basic NPDES requirements; public accessto information
Authority: 1C 13-14-8; 1C 13-14-9; 1C 13-18-3
Affected: IC 5-14-3; 1C 13-14-11

Sec. 18. () All:
(1) permit applications;
(2) effluent data;
(3) certifications issued under section 401 of the CWA,;
(4) public comments (including comments of dl governmenta agencies) submitted under 327 IAC
5-3-9 on adraft permit;
(5) genera correspondence;
(6) permits (drafts and find);
(7) statements of basis (briefing memos); and
(8) fact sheets,
shdl be available to the public for ingpection and copying at a reasonable charge without restriction.

(b) Public access to other information submitted to the commissoner under the NPDES program,
under aclaim of confidentidity, shal be governed by theprovisonsof- 32AAC12 327 IAC 12.1.
(Water Pollution Control Board; 327 IAC 5-2-18; filed Sep 24, 1987, 3:00 p.m.: 11 IR632; filed



Feb 26, 1993, 5:00 p.m.: 16 IR 1756)
SECTION 2. 327 IAC 5-11-4 ISAMENDED TO READ AS FOLLOWS;

327 |AC 5-11-4 Pretreatment program; public accessto information
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: 1C 5-14-3; 1C 13-14-11

Sec. 4. (a) Applications for industrid waste pretrestment permits, such permits (draft and find),
datements of bad's, effluent data from industrid users, submissions from POTWs transmitted to the
department purstantto-theserdtes; under thisarticle, and public comments on requests for POTW
pretreatment program gpprova or for authority to revise discharge limits for pollutants consstently
removed by the POTW shall be available to the public for ingpection and copying without resiriction.
A reasonable fee may be charged by the department for copying such documents.

(b) Public access to other information, including information submitted to the department under
clam of confidentidity, shal be governed by the-provtsensef-32AHAE12 327 |AC 12.1. (Water
Pollution Control Board; 327 IAC 5-11-4; filed Sep 24, 1987, 3:00 p.m.: 11 IR 654; filed Sep 30,
1987, 12:30 p.m.: 11 1R 742)

SECTION 3. 3271AC12.1 ISADDED TO READ ASFOLLOWS:

ARTICLE 12.1. PUBLIC RECORDS; CONFIDENTIAL INFORMATION,;
CONFIDENTIALITY AGREEMENTS

Rule 1. Purpose and Applicability

327 1AC 12.1-1-1 Purpose
Authority: 1C 13-14-8; 1C 13-14-9; 1C 13-18-3
Affected: |1C 5-14-3; 1C 13-14-11-5

Sec. 1. Thepurpose of thisarticleisto provide the following:
(2) The policy of the board, to be followed by the department, in making public records
availablefor public review and copying in accordance with IC 5-14-3 unlessthe
information is determined to be confidential.
(2) The provisonsfor protecting legitimate interestsin the confidentiality of certain
information.
(3) Thecriteriato beused for determining the legitimacy of confidentiality claimsin
accordance with IC 5-14-3.
(4) The proceduresthat the commissioner shall usein making determinations on the
confidentiality of information.
(5) Theform of confidentiality agreementsrequired by I1C 13-14-11-5 from employees of
the department and from personsunder contract to the department.

(Water Pollution Control Board; 327 IAC 12.1-1-1)

327 1AC 12.1-1-2 Applicability



Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: IC 13-14-11

Sec. 2. Thisarticle appliesto the following:

(2) Information received on or after the effective date of this article from a person

requesting confidential treatment of that information. The information may be ether:
(A) treated asa single unit of information even if the information iscomprised of a
collection of individual items of information; or
(B) separated into two (2) or more categoriesto afford different treatment to the
information in each category because the claim coversonly a portion of the
information.

(2) Employees of the department and contractor s who:
(A) make the confidentiality determination;
(B) handle the confidential information; or
(C) maintain thefile of confidential information.

(Water Pollution Control Board; 327 IAC 12.1-1-2)

Rule 2. Definitions

327 |AC 12.1-2-1 Definitions
Authority: 1C 13-14-8; IC 13-14-9; IC 13-18-3
Affected: IC 13-11-2

Sec. 1. Thedéfinitionsin thisrule apply throughout thisarticle. (Water Pollution Control
Board; 327 IAC 12.1-2-1)

327 1AC 12.1-2-2 “ Available to the public” defined
Authority: 1C 13-14-8; 1C 13-14-9; I1C 13-18-3
Affected: |C 5-14-3

Sec. 2. “Availableto the public’ meansa public record, asdefined by | C 5-14-3, but
excluding public records described in 327 |AC 12.1-3-1(b), that the department shall furnish to
any member of the public upon request, or may otherwise make public. (Water Pollution
Control Board; 327 IAC 12.1-2-2)

327 1AC 12.1-2-3“Board” defined
Authority: 1C 13-14-8; | C 13-14-9; IC 13-18-3
Affected: IC 13-11-2-17

Sec. 3. “Board” meansthe water pollution control board. (Water Pollution Control Board,;
327 IAC 12.1-2-3)

327 |AC 12.1-2-4 " Claim of confidentiality” or “claim” defined
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: IC 5-14-3-4; 1C 13-14-11

Sec. 4. “ Claim of confidentiality” or “claim” meansaclaim or assertion that information



be treated as confidential because the information is excepted from disclosure under 1C 5-14-
3-4(a) or IC 5-14-3-4(b). (Water Pollution Control Board; 327 IAC 12.1-2-4)

327 |AC 12.1-2-5“Commissioner” defined
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: |C 13-11-2-35

Sec. 5. “Commissioner” meansthe commissioner of the department. (Water Pollution
Control Board; 327 IAC 12.1-2-5)

327 1AC 12.1-2-6 “ Contaminant” defined
Authority: 1C 13-14-8; 1C 13-14-9; I1C 13-18-3
Affected: IC 13-14-11

Sec. 6. “ Contaminant” means any physical, chemical, biological, or radiological substance
or matter in water. (Water Pollution Control Board; 327 IAC 12.1-2-6)

327 |AC 12.1-2-7 “Contractor” defined
Authority: 1C 13-14-8; 1C 13-14-9; I1C 13-18-3
Affected: IC 13-14-11

Sec. 7. “Contractor” means:
(2) any:

(A) person;

(B) association;

(C) partnership;

(D) cor poration;

(E) business;

(F) educational ingtitution;

(G) governmental body; or

(H) other entity;
performing work under contract asan authorized representative of the department; and
(2) includes a subcontractor of the contractor and employees or officers of the contractor
and subcontractor, which have been authorized by the department through the contract to
have accessto confidential information.

(Water Pollution Control Board; 327 IAC 12.1-2-7)

327 IAC 12.1-2-8 “ Department” defined
Authority: IC 13-14-8; IC 13-14-9; IC 13-18-3
Affected: 1C 13-11-2-51

Sec. 8. “Department” meansthe department of environmental management. (Water
Pollution Control Board; 327 IAC 12.1-2-8)

327 |AC 12.1-2-9 “ Effluent data” defined
Authority: 1C 13-14-8; |C 13-14-9; IC 13-18-3
Affected: 1C 13-11-2-51



Sec. 9. (a) “Effluent data” means, with referenceto any sour ce of dischar ge of any
pollutant, the following:
(2) Information necessary to deter mine the identity, amount, frequency, concentration,
temperature, or other characteristics, to the extent related to water quality, of any
pollutant that has been discharged by the source, or of any pollutant resulting from any
discharge from the sour ce, or any combination of the foregoing.
(2) Information necessary to deter mine the identity, amount, frequency, concentration,
temperature, or other characteristics, to the extent related to water quality, of the
pollutantsthat, under an applicable standard or limitation, the sour ce was authorized to
discharge, including, to the extent necessary for such purpose, a description of the manner
or rate of operation of the source.
(3) A general description of thelocation or nature, or both, of the sourceto the extent
necessary to identify the source and to distinguish it from other sour ces, including, to the
extent necessary for such purposes, a description of the device, installation, or operation
constituting the sour ce.

(b) Notwithstanding subsection (a), the following infor mation shall be considered to be
effluent data only to the extent necessary to allow the department to disclose publicly that a
sourceisor isnot in compliance with an applicable ssandard or limitation, or to allow the
department to demonstrate the feasibility, practicality, or attainability, or lack thereof, of an
existing or proposed standard or limitation:

(2) Information concer ning resear ch, or the results of research, on any product, method,

device, or installation, or any component ther eof, that was produced, developed, installed,

and used only for research purposes.

(2) Information concerning any product, method, device, or ingtallation, or any component

ther eof, designed and intended to be marketed or used commer cially but not yet so

mar keted or used.

(Water Pollution Control Board; 327 IAC 12.1-2-9)

327 1AC 12.1-2-10 “Information” defined
Authority: 1C 13-14-8; | C 13-14-9; IC 13-18-3
Affected: 1C 5-14-3; IC 13-14-11

Sec. 10. “Information” means any of the following, regardless of physical form or
characterigtics, without limitation:

(2) written or printed material;

(2) data processing card decks, printouts, and tapes;

(3) maps;

(4) charts;

(5) paintings;

(6) photographs;

(7) drawings,

(8) engravings;

(9) sketches,

(10) samples;



(11) working notes and papers;
(12) reproductions of such things by any meansor process,
(13) sound, voice, or eectronic recordingsin any form, in the possession of the department
by which knowledge has been preserved and may beretrieved, and
(14) any other material.
(Water Pollution Control Board; 327 IAC 12.1-2-10)

327 1AC 12.1-2-11 “Person” defined
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: 1C 13-11-2-158

Sec. 11. “Person” hasthe meaning set forth in IC 13-11-2-158(a). (Water Pollution
Control Board; 327 IAC 12.1-2-11)

327 1AC 12.1-2-12 “Pallutant” defined
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: |C 5-14-3

Sec. 12. “Pollutant” means dredged spoil, solid waste, incinerator residue, sewage,
gar bage, sewage dudge, munitions, chemical wastes, biological materials, radioactive
materials, heat, wrecked or discarded equipment, rock, sand, cellar dirt, and industrial,
municipal, and agricultural waste discharged into water. Theterm doesnot mean the
following:
(1) Sewage from vessels or a dischargeincidental to normal operation of a vessel of the
Armed Forcesasdefined in Section 1322 of the Clean Water Act.
(2) Water, gas, or other material that isinjected into a well to facilitate production of oil or
gas, or water derived in association with oil or gas production and disposed of in awell, if
the well used either to facilitate production or for disposal purposesis approved by
Indiana only after determining that such injection or disposal will not result in the
degradation of ground or surface water resour ces.
(Water Pollution Control Board; 327 IAC 12.1-2-12)

327 1AC 12.1-2-13 “Public record” defined
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: |C 5-14-3-2

Sec. 13. “Public record” hasthe meaning set forth in 1C 5-14-3-2. (Water Pollution
Control Board; 327 IAC 12.1-2-13)

327 1AC 12.1-2-14 “ Standard or limitation” defined
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: I1C 5-14-3

Sec. 14. “Standard or limitation” means any:

(1) prohibition;

(2) effluent limitation; or

(3) toxic, pretreatment or new sour ce performance sandard;
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established or publically proposed pursuant to the Clean Water Act or regulationsunder the
Clean Water Act, including limitationsor prohibitionsin a permit issued or proposed by the
department. (Water Pollution Control Board; 327 IAC 12.1-2-14)

327 1AC 12.1-2-15" Trade secret” defined
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: |C 24-2-3-2

Sec. 15. “Trade secret” hasthe meaning set forth in IC 24-2-3-2. (Water Pollution Control
Board; 327 IAC 12.1-2-15)

Rule 3. Accessto Public Records

327 IAC 12.1-3-1 Access to public records
Authority: 1C 13-14-8; IC 13-14-9; IC 13-18-3
Affected: IC 5-14-3-4; I1C 5-14-3-8; IC 13-14-11

Sec. 1. (@) Theprovisonsof 1C 5-14-3 apply to all public records. All information received
by the department is considered a public record.

(b) Public records are available to the public, except for any of the following public
records:

(1) Received under or supporting a claim of confidentiality.

(2) Under review or appeal to determineif confidential under 1C 5-14-3-4(a) or 1C 5-14-3-

4(b).

(3) The commissioner has determined to be confidential under 1C 5-14-3-4(a) or 1C 5-14-3-

4(b).

(c) Public recordsthat are available to the public may be copied by the department upon
payment of a fee provided for in IC 5-14-3-8. Thefee shall be paid to the cashier’s office at
the department. (Water Pollution Control Board; 327 IAC 12.1-3-1)

Rule 4. Confidentiality Claims

327 |AC 12.1-4-1 Confidentiality claims
Authority: 1C 13-14-8; 1C 13-14-9; I1C 13-18-3
Affected: IC 5-14-3-4; IC 13-14-11-3

Sec. 1. (@) A person submitting information to the department for which confidential
treatment isrequested shall make awritten claim of confidentiality under subsections(c) and
(d) at the time of submittal of the information.

(b) A person may request confidential treatment of information at the time the infor mation
isacquired through the actions of the department, such asinspections. The written claim for
confidential treatment may be broad, but must be sufficiently clear to allow for accurate
identification of the information claimed to be confidential. The supporting information



required under subsection (d) must be submitted to the commissioner within five (5) working
days from the time theinformation claimed as confidential isacquired by the department.

(c) A person submitting a claim of confidentiality shall designate and segregate the
information and the supporting information to which the claim appliesin a manner that is
sufficiently clear to allow the department to identify all confidential claim materials. One (1)
of the following methods shall be used to indicate that the information and any of the
supporting information under subsection (d) is claimed as confidential:

(2) Attaching a cover sheet instructing which information isto betreated as confidential.

(2) Marking each page or item of information as:

(A) confidential;

(B) confidential claim material;

(C) trade secrets; or

(D) confidential business infor mation.

(d) The person submitting the claim shall provide supporting information to show that the
information claimed as confidential isentitled to confidential treatment under 1C 5-14-3
including the following:

(1) State that theinformation is a specific type of confidential information under 1C 5-14-3-

4(a) and 1C 13-14-11-3(a)(1) or 1C 5-14-3-4(b) and I C 13-14-11-3(a)(2). If theinformation

is confidential under |C 5-14-3-4(a)(4), the per son submitting the claim shall providea

narrative statement or documents supporting the claim that the infor mation meetsthe
necessary elements of a trade secret, asdefined at 1C 24-2-3-2.

(2) State whether the information has previoudy been determined to be confidential by the

commissioner.

(3) Indicate the portion of the supporting information claimed as confidential as specified

in subsection (c).

(4) Specify the period of time for which confidentiality isrequested if the period isto be

other than seventy-five (75) yearsas provided in | C 5-14-3-4(e).

(5) Whenever the claim isbased on the commissioner’s discretionary power to grant

confidential statusto information under |C 5-14-3-4(b) and 1C 13-14-11-3(a)(2), state all of

the following:
(A) The statute, rule, permit, or other authority that requiresthe submission of such
information.
(B) Facts demongtrating that the infor mation may betreated as confidential under 1C
5-14-3-4(b).

(e) Theinformation and supporting information claimed as confidential shall betreated as
confidential until the commissioner makes a determination under 327 IAC 12.1-6-1. (Water
Pollution Control Board; 327 IAC 12.1-4-1)

Rule5. Typesof Confidential Information

327 1AC 12.1-5-1 Information accessible by the public
Authority: 1C 13-14-8; IC 13-14-9; IC 13-18-3



Affected: 1C 5-14-3-4

Sec. 1. In accordance with | C 5-14-3-4(a)(3), the following types of infor mation shall not be
determined to be confidential:
(1) Effluent data.
(2) A gandard or limitation.
(3) Information that deals with the existence, absence, or level of contaminantsin drinking
water.
(Water Pollution Control Board; 327 IAC 12.1-5-1)

Rule 6. Deter minations on Claim of Confidentiality

327 |AC 12.1-6-1 Determinations
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: IC 4-21.5; IC 5-14-3; IC 13-14-11

Sec. 1. The commissioner shall make a determination on a claim of confidentiality
submitted after the effective date of thisarticlein accordance with thisarticle. The
determination shall be made in accordance with 1C 5-14-3-4 and | C 13-14-11.

(Water Pollution Control Board; 327 IAC 12.1-6-1)

327 1AC 12.1-6-2 Request for additional supporting information
Authority: 1C 13-14-8; IC 13-14-9; IC 13-18-3
Affected: IC 4-21.5-3-1; IC 13-14-11

Sec. 2. (&) The commissioner may request additional supporting information regarding a
claim of confidentiality. Any additional supporting information claimed as confidential shall be
treated as confidential until the commissioner makes a determination asrequired by section 1
of thisrule.

(b) If the commissioner intends to make a deter mination to deny a claim of confidentiality,
the commissioner shall notify the person in writing by certified mail, with return recept
requested, stating the following:

(1) Additional supporting information must be submitted in accordance with 327 |AC 12.1-

4-1(c).

(2) The person has fifteen (15) days from the date of receipt of the notice to respond.

(3) A submission shall be completed in the time frames and by the methods specified by IC

4-21.5-3-1(f). The person shall notify the department by telephone or facsmile within the

fifteen (15) day period under subdivison (2) that additional supporting information has
been mailed or deposited with a private carrier.

(4) Failureto submit any additional supporting information within fifteen (15) days under

subdivision (2) or within the time allowed under subsection (d) to provide additional

information in support of the claim, will result in a deter mination based on the infor mation
and any supporting information already received.

(5) Any additional supporting information claimed as confidential shall betreated as

confidential until the commissioner makes a deter mination asrequired by section 1 of this



rule.

(c) Thecommissioner shall make a determination after receipt of the additional supporting
information submitted under subsection (b). The commissioner shall notify the person under
subsection (b) of the intent to deny a claim of confidentiality only once before making a
determination under section 3 or 4 of thisrule. If the person failsto submit additional
supporting information in accor dance with subsection (b), the commissioner will make a
determination based on the information and any supporting information already received.

(d) The commissioner may approve an extension of time for submitting additional
supporting information if the per son makes a request in writing within the fifteen (15) days
allowed in subsections (b)(2) and (b)(3). The extension will not exceed fifteen (15) days.
(Water Pollution Control Board; 327 IAC 12.1-6-2)

327 |AC 12.1-6-3 Approval determination
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: IC 4-21.5; 1C 13-14-11

Sec. 3. (@) If the commissioner deter minesthat the infor mation shall be held confidential for
thefull period reguested by the per son who made the claim under 327 IAC 12.1-4-1(d), the
commissioner shall do all of thefollowing:

(1) Notify the person in writing of the determination.

(2) Maintain theinformation as confidential for the period requested under 327 |AC 12.1-4-

1(d) unless ordered by a court of competent jurisdiction to per mit accessto the information

for ingpection and copying.

(b) If the commissioner determinesthat theinformation is confidential but the period of
confidential treatment shall be shorter than that requested by the person under 327 1AC 12.1-
4-1(d), the commissioner shall notify the person in writing by certified mail, with return receipt
requested stating the following:

(1) Thebasisfor the determination.

(2) Theperiod of time of confidentiality, after which the information will be availableto the

public.

(3) Theright to appeal the commissioner’s deter mination.

(4) The procedurefor appealing the commissioner’s deter mination, including the time

period provided by IC 4-21.5.

(Water Pollution Control Board; 327 IAC 12.1-6-3)

327 |AC 12.1-6-4 Denial of claim
Authority: 1C 13-14-8; IC 13-14-9; I1C 13-18-3
Affected: IC 4-21.5; I1C 13-14-11

Sec. 4. If the commissioner determinesthat the information isnot confidential based on 327
IAC 12.1-4, the commissioner shall notify the per son who submitted the claim of such
determination. Thenotice shall bein writing, sent certified mail, with return receipt requested,
and shall state thefollowing:
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(1) Thebasisfor the determination.
(2) Noticethat the person may appeal the commissioner’s deter mination.
(3) The procedurefor appealing the commissioner’s determination, including thetime
period provided by IC 4-21.5.
(4) Notice that if the determination istimely appealed, the information shall be treated as
confidential until the petition for review isdenied or the commissioner isordered not to
treat the information as confidential.
(5) Noticethat unlessthe person timely appeals the determination, the infor mation shall_be
made availableto the public.

(Water Pollution Control Board; 327 IAC 12.1-6-4)

327 1AC 12.1-6-5 Modification of deter minations
Authority: 1C 13-14-8; | C 13-14-9; IC 13-18-3
Affected: IC 5-14-3; IC 13-14-11

Sec. 5. (a) The commissioner’ s deter mination that information is confidential shall continue
in effect for the period of time specified in the determination under section 3 of thisrule unless
the commissioner issuesarevised determination stating that the deter mination under section 1
of thisrule no longer accurately describes the information's confidentiality due to any of the
following:

(2) Changein applicable law.

(2) Newly-discovered or changed facts.

(3) A clearly erroneous previous deter mination.

(b) If the commissioner concludesthat such a determination under section 1 of thisruleis
of questionable validity, the commissioner shall do the following:

(1) Inform the person in writing by certified mail with return receipt requested.

(2) Afford the person an opportunity to furnish additional information on pertinent issues on

the matter in accordance with sections 2(b)(1) through 2(b)(5) and section 2(d) of thisrule.

(c) After congderation of any information timely submitted under subsection (b)(2), the
commissioner may make either of the following deter minations:

(1) Theinformation is not confidential.

(2) The period of entitlement to treatment as confidential information shall end at an earlier

date than determined under section 1 of thisrule.

(d) After the determination provided for in subsection (c) is made, the commissioner shall
notify the person in writing by certified mail with return receipt requested stating one (1) of the
following:

(2) That the claim of confidentiality has been approved as provided for in section 3 of this

rule.

(2) That the claim of confidentiality has been denied as provided for in section 4 of thisrule.
(Water Pollution Control Board; 327 IAC 12.1-6-5)

Rule 7. Appeals
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327 1AC 12.1-7-1 Administrative appeal
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: 1C 4-21.5-3

Sec. 1. An appeal of a determination shall be:
(1) in accordancewith IC 4-21.5-3 and rules of the office of environmental adjudication; and
(2) made by filing a written petition for review with the office of environmental adjudication
in accordance with | C 4-21.5-3.
A copy of the petition shall be served on the commissioner concurrent with such filing. (Water
Pollution Control Board; 327 IAC 12.1-7-1)

327 1AC 12.1-7-2 Judicial review
Authority: 1C 13-14-8; I C 13-14-9; IC 13-18-3
Affected: 1C 4-21.5-5

Sec. 2. Judicial review of afinal order of the environmental law judge shall bein
accordancewith IC 4-21.5-5. (Water Pollution Control Board; 327 IAC 12.1-7-2)

Rule 8. Authorized Disclosur e of Confidential I nfor mation

327 |AC 12.1-8-1 Authorized disclosur e of confidential information
Authority: 1C 13-14-8; IC 13-14-9; I1C 13-18-3
Affected: IC 13-14-11-6

Sec. 8. Confidential information may be disclosed by the department only in accordance
with 1C 13-14-11-6. (Water Pollution Control Board; 327 IAC 12.1-8-1)

Rule 9. Wrongful Disclosure Penalties

327 1AC 12.1-9-1 Wrongful disclosure penalties
Authority: 1C 13-14-8; IC 13-14-9; IC 13-18-3
Affected: |C 5-14-3-3; |C 5-14-3-10; I C 13-14-11; I C 35-50-3-2

Sec. 1. Penaltiesfor wrongful disclosure of confidential information are contained in IC 5-
14-3-10. (Water Pallution Control Board; 327 IAC 12.1-9-1)

Rule 10. Confidentiality agreements

327 |AC 12.1-10-1 Confidentiality Agreements
Authority: IC 13-14-8; IC 13-14-9; IC 13-18-3; IC 13-14-11-5
Affected: | C 5-14-3-10

Sec. 1. (a) Persons employed, contracted, or subcontracted by the department, prior to
accessing or being granted access to confidential information, must execute a confidentiality
agreement enfor ceable by:

(1) the state; and

(2) the submitter of theinformation.
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(b) Thefollowing isthe confidentiality agreement form for state employees:
CONFIDENTIALITY AGREEMENT
FOR STATE EMPLOYEES
| understand that | will have accessto certain confidential information submitted to the
I ndiana Department of Environmental Management pursuant to state or federal statute or
rule. Thisaccess hasbeen granted in accordance with my official duties asan employee of the
state of Indiana.

| understand that confidential infor mation may not be disclosed except as authorized by
rulesof the board as contained in 327 IAC 12.1. My obligation not to disclose such
confidential information includes disclosure to any other employee, officer, or authorized
representative of the state or of the United States unless such employee, officer, or authorized
representative is concerned with carrying out or implementing IC 13 or when theinformation is
relevant in any proceeding related to enfor cement.

| understand that, under Indiana statute | C 5-14-3-10, | am liablefor a possible fine of up
to five thousand dollar s ($5,000) or imprisonment for up to oneyear, or both, if I knowingly or
intentionally disclose confidential information to any person not authorized to receiveit.

| understand that | may be subject to disciplinary action for violation of this agreement with
penalties up to and including dismissal.

| under stand that this agreement is enfor ceable by the state of Indiana and by the person
who submits confidential information.

| agreethat | will treat any confidential information furnished to me as confidential as
established by the department.

(Signature)
Name (Typed) Date

(c) Thefollowing isthe confidentiality agreement form for employees or officers of

contractors:
CONFIDENTIALITY AGREEMENT
FOR CONTRACTED EMPLOYEE OR OFFICER

| under stand that as an employee or officer of , acontractor performing work for
the Indiana Department of Environmental Management, | will have accessto certain
confidential information. Thisaccess hasbeen granted to mein order that | can perform my
work under the contract.

| understand that such confidential information may not be disclosed by me except as
authorized by a state or federal statute or rule. My obligation not to disclose such confidential
information includes disclosur e to any employee of the Indiana Department of Environmental
Management, any employee or officer of any contractor, or any subcontractor unless such
employee or officer has executed a confidentiality agreement.
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| understand that, under Indiana statute | C 5-14-3-10, | am liablefor a possble fine of up
to five thousand dollar s ($5,000) or imprisonment for up to oneyear, or both, if I knowingly or
intentionally disclose confidential information to any person not authorized to receiveit. In
addition, | understand that | may be subject to disciplinary action for violation of this
agreement up to and including dismissal.

| under stand that this agreement is enfor ceable by the state of Indiana and by the person
who submits confidential infor mation.

| agreethat | will treat any confidential information furnished to me as confidential as
established by the department.

(Signature)
Name (Typed) Date
(Water Pollution Control Board; 327 IAC 12.1-10-1)

SECTION 4. 327 |1AC 12 ISREPEALED.
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